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General Agenda

- Course #1 .
Functional Safety awareness

- Course #2 :

Brainstorming on power inverter architecture, potential
failures and safety mechanisms (ie. safety concept)

- Course #3:
Continue on Safety Concept

- Course #4:.
How to prove our concept and assess it
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Course #4 agenda

- Functional Safety Analysis
- Confirmation measures

- Internship
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SAFETY ANALYSIS
FTA, DFA, FMEDA
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Safety Analysis

Safety Analysis Flow

Concept and Definition Implementation
l HW design | e

TSC/R FMEDA
HW RS/AS Metrics
Safety ~ Modules
SPFM
Concept Safety goals LEM
Safety Mechanisms *
SW RS/AS DFI PMHF
J\
Modules DFA
Safety goals Update
Safety Mechanisms
CutSets f
FTA FTA
FMEA FMEA
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Safety Analysis

Qualitative Safety Analysis

process

Inputs outputs

FMEA

Catalog of failure modes
/causes (design, process)

Lessons learnt

HW functions

SW functions

Safety goals/requirements

Process: BCC14 FMEA Process responsibility: FMEAno.: 111124
Product: Prepared by: Storez, Antoine, Product Reliability Quality Engineer FMEA date (Org.): 04/12/2017
Team: Adenot, Alexis, Application Engineer; Bereski, Sylvain, Project Manager; Completion date: 04/12/2017 FMEA date (Rev.): 05/12/2017
Dietsch, Jérome, Architect; Givelin, Philippe, Design Lead; Storez,
Antoine, Product Reliability Quality Engineer
Function | Requirement | Potential Failure C |Potential effect(s) Potential c (s) | Current p Current detection D | RPN |R ded Responsibility & Action results
Mode of failure of failure action action action Basr‘geet Completion Action taken | s | ) | D I RPN
( )
Open BMS - CT Open BMS - Resistor - Resistor | PVT (process- Measure 2 54 Bereski, Sylvain, D: Measure 913 |2 54
load CT load diagnostic Diagnostics not too low voltage- resistance value Project Manager resistance value
detection triggered without working temperature) at lab over full 31/05/2017 at lab over full
fault simulation voltage range completed (on 31/ voltag_e range with
Givelin, Philippe, Castignolles, 05/2017) anc whoul open
Design Lead Marie, Cz Lab cell (completed
Engineer on 31/05/2017)
D: perform Drift
Analysis after
HTOL (completed
on 31/05/2017)
BMS - CT Open BMS - Resistor - Resistor | PVT (process- Measure 2 60 Bereski, Sylvain, D: Measure 1013 ]2 60
load diagnostic Diagnostics not too high voltage- resistance value Project Manager resistance value
not triggered with working temperature) at lab over full 31/05/2017 at lab over full
a fault BMS - Incorrect simulation voltage range completed (on 31/ voltage I:zlnge with
Cell voltage Givelin, Philippe, Castignolles, 05/2017) and Wehout opeq
measurement Design Lead Marie, Cz Lab cell (completed
Engineer on 31/05/2017)
N nadarm Nl

INTERNAL/PROPRIETARY

6




Safety Analysis

Qualitative Safety Analysis

Inputs rocess
Functional Architecture

F TA (preliminary, system,
hardware and software)

Set of rules for failure
modes

L
ofthe Injectors
Bankx

Safety goals/requirements

Safety mechanisms

High Side Mosfet Low Side Mosfet Main
unwanted Mode stuck at ON Stuck in ON

mode mode
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Safety Analysis

Dependent Failure Analysis

Inputs

Pairs faults — SM
Minimal cutsets

Catalog of Dependent
Failure Initiators

process
DFA

Shared resources
Cascaded failure

outputs
DFI Elements for FMEDA
Verification of the Safety

measures with fault
injection, etc.

DFA

Safety measure identification
Confirmation for sufficient

Independence and freedom
from interference

Co-existing elements
Verification of the Safety

Safety goals/requirements measures

HW and S Elements Diependent Failure Initiator Analysis
HW and $% Elements Pairs and Failre Effect - | S2fetY h::::::;:-‘: prevest| Safety ““5::': o P
1] Sowrce [FTA) Isformation Gromps Element_Type DFI_Family_Type| DFLType Description Violation of failares from violating the | occarrence of depen
zafety goal - by
zafety goal Failures during opers
Failurer of shared Gomman Yaltaqe  |BOS rupply ir ured by PREIF and or Indirect detoctinn of Failure of Separate roraurcer taradud
uuuuuu or requlatarar indareztly by WMOH:: kb USFS lamp harsdreroures
prerequl Latar
EN1a32 EIN49E_SH1 Bt Flip in Mirrar Fie girt cYDDI0 VHOH 04
Cammen Eandaar Wor Fiodundanzy
EN1azd EM992_SH1 IFiEF o HighYDDI0 YHOH Y Yaltage ref,
or Fodundancy
G EN1AE5 EIH99E_SHM1 Unintended Tert Made ackivakinn DO YHOH 04 JPRE £ U000 Y MOM OV ST s Currentroforenze
er Fedundanzy
G526, EV1aaz_SM1 D50 Main Failure Lo ading ta OVYDDIOYMON 0Y Cla:k For logic and SMPS
Yer Fiedundanzy
oTF
or
Grarr talk, latchup, local hoating
4e  |BOSrupply ir ured by WPREIF and Yor Indire.ck deto-ckinn of Failure af
indoreztly by UMM khro YEFS clamp haredresmurze
ENtads EN992_SM2 FRE_SWpinrhartsd ANDDI0 YMOH Y
Yer Ficdundanzy
ENtadd EM9SE SH2 Esternal Low Siderharted v GHOVDDI O UMOH WY Yaltagereferense

P ...| SG2_GateCutSets | SG1_GateCutSets | DFA_HW_Elements | DFA_Coexisting_Elements | DFA_SW_Elements | ) VN ; N




Safety Analysis

Quantitative Safety Analysis iInputs process

Hardware elements FMEDA
(close to HW implementation)

outputs

_ Violation of safety goal
Failure rate directly or in combination

F M E D A with a second fault
Catalog of failure modes

Safety mechanism allocation
Safety goals/requirements to the fault for Single point

Fault and Latent Fault
Safety mechanisms & DC

T et e - ones Hotaaptcabe o e .

€« b ‘ System Assumptions ‘ Safety Goal or Requirement ‘ Safety Mechanisms ‘ 'Failure Rate IECTR62380 ‘ Block Failure RE’!tE FM’EDA_PM FMEDA_VMON ‘ I... @ P »
FMEDA_OP FMEDA_PM FMEDA_MON
SPFM 99,19% 99,19% NA
LFM 96,00% 96,57T% 95,26%
PMHF (10"-9) 0,433
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What is Failure Rate and Why Do We Want to Evaluate It?

Failure Rate

Many standardized models use a “bathtub curve” simplication, which assumes:

- Early life defects are screened by the supplier ( Infant mortality).

- The useful lifetime of components must not be exceeded.( wear—out period).

- The reference conditions must be known : NXP preferred standards is IEC62380

1
Decreasing | Constant 1 Increasing
failure Rate | failure Rate | failure Rate
1 1
1 1
i 1 1
“ I Observed Failure |
1 | Rate 1
[y Early T 1
\ «infant 1
\ B
\ Mmortality » 1
N failures Rand Failure 1
R I )
\~~ 1 1
el P 1
N O -y [ ] 1 | Yy La e

[

ASILLEVEL |

1

[

SPFMLFM |

Failure rates A

FIT

A constant failure rate is assumed by the probabilistic estimation method and requested by ISO 26262

Safety Mechanisms

es SM1 |V, nitoring Hig 90 0.135 L]

es M Valtage Monitoring High 0% 0.135 0

No ( i HNJA High 90% 0.1 L]

No HN/A High 904 0.0072 L]

No - 0.42 0.042

tal Residual SPF= 0.7 Total Residual LF = 0.042
Block Failure Modes 1,
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Safety Analysis
FMEDA Process

Two types of Safety Mechanisms: _

1. to prevent faults from being SPF
Diagnostics shall be effective within the FTTI at system level

2. to prevent faults from being LF
Diagnostics shall be effective within the MPFTI at system level

Safety Mechanism implementation:
1. embedded in the IC (INT sm)
2. external to the IC (EXT sm)

3. combined embedded and external
(for instance requiring MCU decision for the reaction to a safe state)

4. Hardware and or Software solution (HW SM, SW SM)

=== Safety mechanism requirements are defined in the safety concept

\
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Safety Analysis
FMEDA Process

Diagnostic Coverage of the Safety Mechanisms

Proportion of the hardware element failure rate that is detected or controlled by the implemented safety
mechanisms

MED (90%)

LOW (60%)
Undervoltage
Undervoltage Overvoltage
Overvoltage Drift

1SO26262 — 5 - Annex D
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Safety Analysis

Examples of Safety Mechanisms and Diagnostic Coverage

- Not applicable
SM1 Overvoltage detection on VDDIOMON

SM2 Undervoltage detection on VDDIOMON

SM23 CRC check on SPI protocol

§ ISO 26262

D.2.8.2

D.2.8.2

D.2.7.6,D.2.7.7,
D.2.7.8

High Yes
High Yes

High Yes

Safety mechanism

Diganostic Coverage
numbers

Assumed LBIST

for stuck-at

90%

for bridging

90%

for open

70%

IAverage coverage

85%

Assumed MBIST

90%

SRAM

ECC data and address random data coverage(SECDED)

69%

ECC data and address random address coverage(SECDED)

75%

ECC data and address random data coverage(SEDDED)

99%

Flash EEPROM

ECC multiple data random failure coverage (SECDED)

71,48%

ECC multiple data random failure coverage (SEDDED)

99,61%

INTERNAL/PROPRIETARY
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Safety Analysis

Example of FMEDA: SPFM Evaluation

Total SPFM
for the
safety goal

A =] [u} E F
1 -
re mode that has Failure mode
the potential to Failure rate Applicable Safety Mechanism[=] allowing to prevent Residual of
violate the safety S Safety the Failure mode from viclating the safety o o single point Fault
- distribution 5 i
goal in absence g mechanism goals
2 b b b b e
3 e ! O ) !
n Fr1 IRl VOE:&?IE?:'E[:QUIatDI Pre-regulator connected to Battery. EXT HS and LS 2738 Fiegulated Output in overvoltage fes 14,295 0,391 ShA Ouervoltage detection on WOOIOROR 995 0,00391
1 High Woltage BEuck requlator _ . _
5 | FRrA2 Euternal FET Fre-regulator connected o Battery. EXT HS and LS 2738 Rz EE It e fes 14,29 0,331 SMIE Underwoltage detection on YODIORMOM 93K 0,003591
High Yoltage Euck regulator . . .
e | Fr3 External FET Pre-requlator connected to Batteny. EXT HS and LS 2,738 (Rl iyt st o s es 14,295 0,391 SMIC OwerfUndervoltage detection on WODIOMOR a9sL 0,00391
High Woltage Buck requlator " " "
7 | FrA4 Euternal FET Fre-regulator connected to Battery, EXT HE and LS 2738 Fiegulated Dutput drift Mo 14,29 0,291 : Mot applicable 0 0,00000
High Yoltage Euck regulator . . .
5 | Fr5 External FET Pre-requlator connected to Batteny. EXT HS and LS 2,738 iariicet Siem T e es 14,295 0,391 SMIE Underualtage detection an YOOIORMOMN a9sL 0,00391
FME IR R (BN (e el Fre-regulator connected ta Eiattery, EXT HS and LS apEp | MR R e D fE e M 14295 0391 Mat applicable o 0,00000
a | Esternal FET range =
7 Infn el (B0 e e Fre-regulstor sonnected ta Exattery, EXT HES and LS pggp | Mo TG e e s e Yes 14,20 0,391 OweriUndervoltage detestion on YODIOMON a3 0,00351
1| External FET range SHIC
ua | FMEg ) e e e e |
50| FRMY ‘Wolkage monitor WCORERMORN Wolkage monitoring of the BUCKT [UY]) 0508 Undervoltage never detected Mo 50,002 0,253 - Mot applicable 0 0,00000
15 Fr145 waltage monitor YCOREROR Waoltage monitoring of the BUCET (L) 0,508 Undervoltage always detected Mo 80,003 0,253 - Mot applicable 154 000000
FMI9  Woltsge menitor yODREMON e dundant BYS DAS sligned vith DV das in Main. Full 0309 reference woltage output too low 50,003 0,155 - Mot applicable 0 0,00000
152 independent Mo
FIED | el e e | o S NS N ATt i (33 e el 1Y 0,308 ) 50,005 0,155 - Mot applicable o3 0,00000
155 independant reference wolkage output tow High =]
54 | FRIE ‘Woltage monitar WCORERMOM ‘Woltage monitoring of the BUCK1 [OV) 0,506 Ouvervoltage never detected Ma 50,003 0,253 - Mot applicable 0z 0,00000
5 | FRIG2 ‘Wolkage monitor WCOREMOR ‘Woltage monitoring of the BUCK1 [OV) 0,508 Cuvervoltage always detected Mo 50,002 0,253 - Mot applicable 0z 0,00000
FMIBZ  Woltage manitor YCOREMON e dundant VS DAL aligned with DVS dag in Main. Fully 0309 reference woltage output too low 50,005 0,155 - Mot applicable o 0,00000
156 | independeant Mo
FRIES | b e Ry | o o RS bfe et (3 s 5 el Y 0,309 ) 50,003 0,155 - Mot applicable o 0,00000
157 independent reference woltage output too High Mo
s P | I I I I U —
. . . . . COuerfUndervoltage detection on Yoltage Manitoring _
Y Fr1442 Internal clock PLL FLL in the Main domain 0,376 Cukput is stuck Law es 16,675 0,083 Sh20 [VEOREMON, or YODIDRION, or YROM:) 993 0,00063
. . . . COwerUndervoltage detection on Voltage Maonitoring _ .
ey Fr442 Internal clock PLL FLL in the Main domain 0376 Dutput is stuck High ‘es 1EET 0,063 SMz0 [VEOREMON, or YODIDRION, or YI0M:) S ReS | d u al o r
Fdad Intemal clock PLL PLL in the Main domain 0,378 Yes BT 0,063 shzo St deriol a0 cectionionlonag s lonicting a3
447 | ' Frequency of the cutput signal is koo high e ! [VCOREMOMN, or YDDIORMORM, or WD) B S P F
. . . . COwerUndervoltage detection on Voltage Maonitoring _
ey Fr445 Internal clock PLL FLL in the Main domain 0376 o i et Sl s e ‘es 1EET 0,063 SMz0 [VEOREMON, or YODIDRION, or YI0M:) S F . | t
. . . . COuverfUndervoltage detection on Yoltage Maonitoring _
143 Fr144E Internal clock FLL PLL in the Main domain 0,376 s it i e e es 16,E75 0,063 SK20 (VCOREMON, or YODIORON, or Y1OM:) a9 a.l U re r a. e
. . . . COuerUndervoltage detection on Voltage Maonitoring .
o5 Fr447 Internal clock FLL FLL in the Main domain 0.37e e e ‘es 1EET 0,082 sMzo [VEOREMON, or YODIDRION, or YROM:) Qe

Violation of the Applicable
safety goal Safety Mechanism
in absence of SM | inTERNALIPROPREAGKDC 14 y

L |




Safety Analysis

Example of FMEDA: LFM Evaluation

143
150
151

152
153
154
155
156

157
444

445

445

447

44E

443

450

Fr

FM2

FM2

FI4

FME

FME

FM7

FI14E
FIA147
FIA142

FI143

FRAE0

FR1E1
FI152

FI15:

PRG54
FRA441
Fhid42

FI443

Fhad44

FlA445

FrA445

FrA447

Failure mode that may
lead o the violation of
=afety goals in
combination with an

independent Failure ¢

Detection means ¥
Safety mechanism(=)
allowing to preven

Safety Mechanism([=] allowing to

violating the safety goals

prevent the latent Failure mode from

Total LFM
for the
safety goal

Failure mode

coverage with
respect to latent

14

0z

0z

14

0z

Latent multiple
point Fault Failure
rated FIT

0,00000
000000
000000
0,00000
0,00000
0,00000

0,00000

B0
B0

14
o

B0
B0

1

0z

1

0z

0z

0z

0z

0,101
0,101

000000

000000

010mz
010mz

0,00000

0,00000

Latent multiple
point fault
failure rate

IFED Vog:i?i':;gﬁgumm Pre-regulator connected to Battery. ERT HS and LS 2738 Fequlated Cutput in owvervaltags [p1[=} Mot applicable
High Waltage Buck requlator .
Enternal FET Pre-regulator connected to Batkery, EAT HS and LS 273 e rverd] B f g Ma Mot applicable
High "Waltage Buck requlatar .
Euternal FET Fre-regulator connected to Battery, ERXT HS and LS e Fmm e B ezl plies Ma Mot applicable
High "Waltage Buck requlatar .
External FET Fre-requlator connected to Battery. EXT HS and LS 2,738 i) E G il Mo kot applicable
High "Waltage Buck regulatar .
External FET Fre-regulator connected to Battery. ERT HS and LS 2738 TR S e Mo Mat applicable
High "altage Buck regulator Fre-requlstor connected to Battery, EXT HS and LS 2738 Fequlated Cutput Oscillation inside regulation hat applicable
Eiternal FET range i [=}
High Waltage Buck requlator R ke T i) e B B (48 erellS 2718 Fegqulated Output O=cillation outside regulation Mot applicable
External FET range [y [=]
Waoltage monitor YCOREMOR Waltage monitoring of the BUCE] [LUY] 0,508 Undervoltage newver detected ‘ez Sh3 ABIST
Waltage monitor YCORERMOMN Walkage monitaring of the BUCET [LY] 0,506 Undervoltage always detected Yes SMI3 ABIST
Waltage monitor YCOREMOR Rl DSEAE :ﬂl:jg:;:n";::tljvs Ao (i, (Rl 0,209 reference voltage cutput too [ow [ [=} Mot applicable
Yoltage monitor YCOREMON Fiedundant O%S DAC :allgned with OWS dacin Main. Fully 0,309 i Mo Kot applicable
independent reference woltage output too High
Walkage monitor YCOREMOR ‘Woltage monitoring of the BUCK1 (O] 0,506 Ouweryaoltage newver detected N b=1 5] ] RBEIST
Wialkage monitor YCORERMOR ‘Woltage monitoring of the BUCEK1 [0] 0,506 Oweryaltage always detected N b=1 5] ] RBEIST
Waltage monitor YCOREMOMN (ReEmEEn: EREERE :JE:::”";E:FVS GBS, (P 0,309 reference valtage cutput too ow Mo Mat applicable
Wolkage monitor YCORERON Fedundant O%S DAC :allgned with O%S dacin Main. Fully 0,309 _ Ma ) Mat applicable
independent reference voltage output koo High
PlLcCloek e ./ [ |/ [ |
Internal clock FLL FLL in the Main domain 0,376 Cutput iz stuck Low Ma Mot applicable
Internal clock FLL FLL in the Main domain 0,376 Gtz i st el Ma Mot applicable
Internal clock FLL FLL in the Main domain 0,376 e i e i em el Mo kot applicable
Internal clock FPLL FLL in the Main domain 0,376 e i i i ey Mo Mat applicable
Internal clock PLL FLL in the Main domain 0,376 e i o s e Mo Mot applicable
Internal clock PLL PLL in the Main domain 0,376 Blot annlicahle

Inzorres

Violation of the
safety goal in combination
with another fault

RNAL

Applicable
Safety Mechanism
and DC

0

000000
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ISO 26262 Functional Safety Audit/Assessment

Functional safety audit Functional safety assessment

: : Work product Implementation of the processes required for Item as described in the item definition in accordance
Su bJECt for evaluation functional safety with 1ISO 26262-3:—, Clause 5

Confirmation review reporta Functional safety audit reporta in accordance with Functional safety assessment report in accordance
Result 6.4.8 with 6.4.9

Evaluation of the compliance of the work Evaluation of the implementation of the required Evaluation of the achieved functional safety

Responsibility of the product with the corresponding processes

ST ERIE T RIERS | o irements of ISO 26262
Process or technical Process review Technical review
Peer review

confirmation measure

et

Table 2 — Procedural requirements for confirmation measures - Extract from 1SO26262 - 2
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Stage ingénieur Sureté de Fonctionnement

Lieu : TOULOUSE — Automotive Functional Safety
Profil recherché : Electronique / Systémes embarqués
REFEREMCE POUR POSTULER : R-XXXX SUr WWW.Careers.com

La sureté de fonctionnement (appelée aussi « Functional Safety ») est un incontournable du
développement des systémes et composants pour 'automobile. L'avénement des fonctions d'aide 3
la conduite et finalement du véhicule autonome renforcent encore I'importance d'assurer la sécurité
de fonctionnement des systémes embargqués, incluant les composants électroniques et logiciels.

Tout développement se doit de respecter la norme 15026262 qui inclue, notamment,
différentes analyses, vérification and évaluations indépendantes.

Dans ce cadre, un outil tel que « Medini Analyze » peut &tre utiliser pour faciliter les analyses (HARA,
FTA, DFA, FMEDA) tout en les liant aux exigences du cahier des charges.

Dans le cadre de ce stage, I'éléve ingénieur sera responsable de :
- supporter le déploiement d'un projet pilote dans |"outil,
- réaliser les tutoriels nécessaires a I'utilisation future de I'outil,

- proposer des méthodes d'évaluation [« assessment ») des analyses en mettant 3 profit les avantages
de I'outil,

- former des futurs utilisateurs.

De plus, I'éléve ingénieur pourra &tre amené & supporter des activités en rapport avec
I'injection de faute. En effet, une nouvelle méthodologie doit &tre développée afin de supporter
I'analyse de type FMEDA (Failure Mode Effect and Diagnostic Analysis) incorporée dans I'outil « Medini
Analyze »,
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