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General Agenda

• Course #1 : 

Functional Safety awareness

• Course #2 : 

Brainstorming on power inverter architecture, potential 
failures and safety mechanisms (ie. safety concept)

• Course #3:

Continue on Safety Concept

• Course #4:

How to prove our concept and assess it
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Course #4 agenda

• Functional Safety Analysis

• Confirmation measures

• Internship
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SAFETY ANALYSIS

FTA, DFA, FMEDA

01.
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Safety Analysis
Safety Analysis Flow

Concept and Definition

TSC/R
Safety 

Concept

HW RS/AS

SW RS/AS

FTA

OK Implementation

DFA

FMEA

FTA

FMEA

CutSets

Modules
Safety goals
Safety Mechanisms

Modules
Safety goals
Safety Mechanisms DFI

Metrics
SPFM
LFM
PMHF

OK

Update

FMEDA

HW design
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FMEA

Catalog of failure modes

/causes (design, process)

Lessons learnt 

HW functions

SW functions

Safety goals/requirements

inputs process

Design, Process FMEA

Pinout FMEA

Severity ranking

Measures for Occurrence 

removal & Detection at t=0

Safety measures for during 

operation

outputs

RPN values

Safety key characteristics

Safety measures evidence

Verification of the Safety 

Concept and design 
(SYS, HW, SW)

Safety Analysis
Qualitative Safety Analysis
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FTA
Functional Architecture 

(preliminary, system, 

hardware and software)

Set of rules for failure 

modes

Safety goals/requirements

Safety mechanisms

inputs process

FTA 

(System down to basic

Elements)

Allocation of Safety 

mechanisms to faults

Definition of additional 

required Safety mechanism

outputs

Safe faults

Single Point fault

Common Cause fault

Pairs Fault – SM

Minimal cutsets

Verification of the Safety 

Concept and design 

(SYS, HW, SW)

Safety Analysis 
Qualitative Safety Analysis
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DFA

Pairs faults – SM

Minimal cutsets

Catalog of Dependent

Failure Initiators

Co-existing elements

Safety goals/requirements

inputs

DFA

Shared resources

Cascaded failure

Safety measure identification

Verification of the Safety

measures

outputs

DFI Elements for FMEDA

Verification of the Safety

measures with fault

injection, etc.

Confirmation for sufficient

Independence and freedom

from interference

process
Safety Analysis
Dependent Failure Analysis
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FMEDA

Hardware elements

(close to HW implementation)

Failure rate

Catalog of failure modes

Safety goals/requirements

Safety mechanisms & DC 

inputs process

FMEDA 

Violation of safety goal 

directly or in combination 

with a second fault

Safety mechanism allocation

to the fault for Single point

Fault and Latent Fault

outputs

Single Point Fault Metric

Latent Fault Metric

PMHF 

(for each Safety goal)

Confirmation for 

achieved ASIL

Safety Analysis
Quantitative Safety Analysis
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Many standardized models use a “bathtub curve” simplication, which assumes:

• Early life defects are screened by the supplier ( Infant mortality).  

• The useful lifetime of components must not be exceeded.( wear–out period). 

• A constant failure rate is assumed by the probabilistic estimation method and requested by ISO 26262

• The reference conditions must be known : NXP preferred standards is IEC62380

What is Failure Rate and Why Do We Want to Evaluate It?
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Collection of Safety Mechanisms
Two types of Safety Mechanisms:

1. to prevent faults from being SPF

Diagnostics shall be effective within the FTTI at system level

2. to prevent faults from being LF

Diagnostics shall be effective within the MPFTI at system level

Safety Mechanism implementation:

1. embedded in the IC (INT SM)

2. external to the IC (EXT SM)

3. combined embedded and external
(for instance requiring MCU decision for the reaction to a safe state)

4. Hardware and or Software solution (HW SM, SW SM)

IC MCU

INT SM EXT SM

Fault

Safety mechanism requirements are defined in the safety concept

Safety Analysis
FMEDA Process
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Diagnostic Coverage of the Safety Mechanisms

Proportion of the hardware element failure rate that is detected or controlled by the implemented safety 

mechanisms

LOW (60%)

Undervoltage

Overvoltage

MED (90%)

Undervoltage

Overvoltage

Drift

HIGH (99%)

Undervoltage

Overvoltage

Drift & Oscillations

Power spikes

ISO26262 – 5 - Annex D

Safety Analysis
FMEDA Process
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# Safety mechanism § ISO 26262

Level of 

Diagnostic 

coverage

Used? DC (%)

- Not applicable - - - 0%

SM1 Overvoltage detection on VDDIOMON D.2.8.2 High Yes 99%

SM2 Undervoltage detection on VDDIOMON D.2.8.2 High Yes 99%

SM23 CRC check on SPI protocol
D.2.7.6, D.2.7.7, 

D.2.7.8
High Yes 99%

Safety mechanism
Diganostic Coverage 

numbers

Assumed LBIST 

for stuck-at 90%

for bridging 90%

for open 70%

Average coverage 85%

Assumed MBIST 90%

SRAM

ECC data and address random data coverage(SECDED) 69%

ECC data and address random address coverage(SECDED) 75%

ECC data and address random data coverage(SEDDED) 99%

Flash EEPROM

ECC multiple data random failure coverage (SECDED) 71,48%

ECC multiple data random failure coverage (SEDDED) 99,61%

Safety Analysis
Examples of Safety Mechanisms and Diagnostic Coverage



INTERNAL/PROPRIETARY 14

Violation of the 

safety goal

in absence of SM

Applicable

Safety Mechanism

and DC

Residual or 

SPF

Failure rate

Total SPFM 

for the 

safety goal

Safety Analysis
Example of FMEDA: SPFM Evaluation
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Violation of the 

safety goal in combination 

with another fault

Applicable

Safety Mechanism

and DC 

Latent multiple 

point fault

failure rate

Total LFM 

for the 

safety goal

Safety Analysis
Example of FMEDA: LFM Evaluation
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FUNCTIONAL SAFETY

CONFIRMATION MEASURE

02.
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ISO 26262 Functional Safety Audit/Assessment

Process or technical Process review Technical review

Peer review

Requirement Confirmation review Functional safety audit Functional safety assessment

Subject for evaluation Work product Implementation of the processes required for 
functional safety

Item as described in the item definition in accordance 
with ISO 26262-3:—, Clause 5

Result
Confirmation review reporta Functional safety audit reporta in accordance with 

6.4.8 
Functional safety assessment report in accordance 
with 6.4.9

Responsibility of the 
persons that perform the 
confirmation measure

Evaluation of the compliance of the work 
product with the corresponding 
requirements of ISO 26262

Evaluation of the implementation of the required 
processes

Evaluation of the achieved functional safety

Table 2 — Procedural requirements for confirmation measures - Extract from ISO26262 - 2



COMPANY CONFIDENTIAL18

INTERNSHIP

03.
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